
	  	  
Static	  Analysis	  and	  Dynamic	  Instrumentation	  for	  Intelligent	  Exploit	  Analysis:	  

	  
	  
Abstract:	  
	  
With	   the	   rise	   in	   number	   of	   state	   sponsored	  APT	   attacks	   targeting	   government	  
and	  private	  companies,	  their	  lies	  an	  improved	  requirement	  in	  automated	  exploit	  
analysis	  and	  filtering	  document	  file	  formats.	  	  
There	  are	  a	  huge	  no	  of	  security	  devices	  out	  there	  that	  promises	  to	  do	  most	  of	  the	  
detection.	  Our	  talk	  would	  be	  on	  the	  current	  drawbacks	  of	  these	  systems	  and	  how	  
our	  automated	  system	  handles	  these	  drawbacks.	  The	  aim	  of	  the	  talk	  would	  be	  to	  
explain	  the	  intelligence	  that	  we	  have	  added	  on	  to	  our	  tool,	  so	  that	  common	  users	  
|government	  employees	  could	   learn	  how	   they	  could	  utilize	   these	   techniques	   in	  
detecting	  these	  sort	  of	  APT	  attacks	  targeting	  them.	  	  
	  
We	   been	   working	   on	   an	   exploit	   analysis	   system	   named	   “Sandy”	   a	   free	   tool	  
developed	  under	  Indian	  Honeynet	  project.	  And	  in	  my	  talk	  I	  would	  pass	  on	  to	  the	  
users	   the	   various	   techniques	   I	   have	   learned	   from	   my	   past	   8	   months	   of	  
adventures	  we	  had	  with	  exploit	  analysis,	  that	  involves	  but	  not	  limited	  to	  exploit	  
obfuscation,	  exploit	  reliability,	  automated	  analysis	  bypass,	  APT	  attribution,	  multi	  
targeting	  and	  everything	  that	  makes	  APT	  attacks	  scary.	  	  	  
	  
	  
About	  Sandy:	  
	  
Sandy	   stands	   for	   Static	   and	   Dynamic	   analysis.	   Sandy	   is	   capable	   of	   doing	   both	  
static	   and	   dynamic	   analysis	   of	   Malicious	   Office,	   Jar,	   Flash,	   HTML	   files	   at	   the	  
moment.	   Our	   aim	   is	   to	   build	   a	   sandbox	   specialized	   in	   processing	   file	   format	  
exploits.	  	  
	  
The	   main	   aim	   of	   sandy	   is	   to	   extract	   the	   embedded	   executable,	   dropped	  
documents	  and	  url	  controllers	  from	  these	  file	  formats	  and	  provide	  attribution	  to	  
the	   Attack	   groups	   and	   there	   technology.	   Sandy	   initial	   analysis	   it	   performs	  
multiple	   static	   analysis,	   that	   included	   detecting	   simple	   XOR,	   ROL,	   ROR	  
encryption,	   Packer	   detection,	   Signature	   scan,	   Shellcode	   Detection,	   Meta	   Data	  
analysis,	  Entropy	  and	  Cryptanalysis,	  File	  version	  detection	  and	   finally	  provides	  
the	  extracted	  analysis	  data	  after	  processing	  for	  download	  to	  the	  end	  user.	  Once	  
the	   static	   analysis	   is	   finished	   the	   data	   generated	   is	   passed	   on	   to	   our	   dynamic	  
analysis	  box	  for	   improved	  efficiency.	  All	  current	  systems	  out	  there	  blindly	  pass	  
exploit	  samples	  to	  a	  dynamic	  sandbox.	  But	  sandy	  uses	  the	  static	  analysis	  data	  to	  
do	  an	  intelligent	  dynamic	  analysis,	  there	  by	  making	  the	  system	  unique.	  	  	  
	  
Automated	  Static	  Analysis	  of	  Exploit	  Code:	  
	  
Our	  advantage	  is	  the	  capability	  of	  doing	  cryptanalysis	  to	  find	  malicious	  objects	  in	  
file	   formats.	   We	   depend	   mostly	   on	   file	   entropy	   based	   detection	   for	   finding	  
malicious	   files.	   And	   if	   the	   initial	   statics	   analysis	   fails,	   the	   metadata	   and	   file	  
version	   extracted	   is	   used	   to	   submit	   the	   data	   to	   Sandy’s	   dynamic	   analysis	  



sandbox.	  The	  many	  similar	  tools	  out	  there	  are	  only	  capable	  of	  handling	  specific	  
file	  formats,	  but	  our	  support	  for	  both	  static	  and	  dynamic	  analysis	  on	  [Office,	  PDF,	  
Jar,	   Flash,	   HTML]	   as	   well	   as	   both	   static	   and	   dynamic	   analysis	   makes	   sandy	  
unique.	  	  
	  
Dynamic	  Instrumentation	  for	  Intelligent	  Exploit	  Analysis:	  
	  
For	  example	  in	  this	  section	  we	  are	  gone	  highlight	  few	  techniques	  we	  use	  to	  mass	  
analyze	  Java	  exploits.	  
	  
How	  Sandy	  Handles	  Java	  Exploits:	  
	  
Once	  the	  statics	  analysis	  is	  done	  on	  Java	  files,	  which	  includes,	  decompiling,	  string	  
analysis,	   version	   detection,	   and	   function	   sequence	   analysis,	   code	   review.	   We	  
gather	   valuable	   information	   from	   the	   static	   analysis	   and	  move	   on	   to	   dynamic	  
phase,	   which	   includes	   dynamic	   instrumentation	   for	   a	   managed	   java	   runtime	  
environment.	  Our	  technique	  allows	  us	  to	  intercept	  java	  applications	  allowing	  us	  
to	  modify	  and	  understand	  instructions	  at	  runtime.	  	  This	  is	  very	  much	  important	  
when	  obfuscation	  of	  java	  exploits	  is	  widely	  deployed	  for	  hiding	  binary,	  controller	  
information’s.	  Later	  the	  dynamic	  analyzed	  data	   is	  passed	  on	  to	  a	  static	  analysis	  
engine.	   And	   these	   hybrid	   analyses	  make	   exploit	   analysis	   unique.	  We	  would	   be	  
explaining	  our	  dynamic	  instrumentation	  on	  java	  exploit	  in	  our	  talk.	  
	  
	  
	  
	  
	  
	  
	  
	  
	  
	  
What	  users	  would	  benefit	  out	  of	  the	  Talk.	  
	  
This	   talk	  would	  explain	  the	  various	  challenges	   involved	   in	  exploit	  analysis,	  and	  
would	  guide	  you	  to	  handle	  and	  detect	  APT	  attacks.	   It	  will	  also	  guide	  you	  to	  the	  
tools	   and	   techniques	   for	   handling	   exploit	   analysis	   and	   code	   instrumentation.	  	  
The	  talk	  is	  aimed	  at	  government	  employees,	  corporates,	  Antivirus	  companies	  or	  
any	  one	  who	  could	  be	  a	  potential	  victim	  to	  APT	  attacks	  or	  any	  one	  who	  want	  to	  
learn	  exploit	  analysis	  and	  detection.	  	  
	  
Why	  is	  this	  talk	  different?	  
	  
Exploit	  analysis	   is	  one	  thing	  every	  security	  |	  research	  company	  is	   interested	  in,	  
and	   the	  amount	  of	  exploit	   companies	  collected	  daily	   is	  a	  huge	  no,	   so	   there	   is	  a	  
necessity	   for	  an	  automated	  system	  specialized	   in	  exploit	  analysis	   for	   improved	  
efficiency.	   And	   there	   are	   very	   little	   talks	   that	   highlight	   one	   such	   tool	   or	  
technique.	  	  
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Presentation	  Time	  Required	  (20,	  30,	  50	  Minutes):	  35-‐45	  minutes	  
	  
·	  	  	  	  	  	  	  	  	  Is	  there	  any	  demonstration?	  :	  	  	  	  	  	  Yes	  
	  
·	  	  	  	  	  	  	  	  	  Are	  you	  releasing	  any	  new	  tool?	  :	  Yes	  
	  
·	  	  	  	  	  	  	  	  	  Are	  you	  releasing	  any	  new	  exploit?	  No	  
	  
·	   	   	   	   	   	   	   	   	  Have	  you	  presented	  the	  paper	  before	  on	  any	  other	  security	  /	  technology	  
conference(s)?	  :	  Not	  in	  any	  public	  events.	  
	  
	  
Author: 
Rahul	  Sasi	  (fb1h2s)	  is	  working	  as	  a	  Security	  Researcher	  working	  for	  a	  Global	  Research	  
firm.	  He	  has	   authored	  multiple	   security	   tools,	   advisories	   and	  articles.	  He	  has	  been	  
invited	  to	  speak	  at	  various	  security	  conferences	  like	  HITB	  [KL],	  BlackHat	  [US	  Arsenal],	  
Cocon	  (2011,	  2012),	  Nullcon	  (2011,	  2012,2013),	  HITB	  (AMS	  2012,2013),	  BlackHat	  (EU	  
2012),	  EKoparty	  (Argentina),CanSecwest(Canada	  2013).	  	  
His	  work	  could	  be	  found	  at	  www.Garage4Hackers.com.	  	  
	  	  
	  
	  
	  
	  
	  
	  
	  
	  
	  
	  
	  
Sandy	  in	  Action:	  [Ver	  1.0	  Pre	  release	  version]	  
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